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Motivace

® potreba bezpecnostnich technologii
® autentizace
e kontrola integrity

e konfidentalita

e kontrola pristupu



Co chceme

® zebezpecit 3. vrstvu transparentné

® VPNs

® host-host (transport mode)

e host-gw
e gw-gw (tunnel mode)
e sprava klicu sepratné (IKE)

e adaptabilni (vyber sifer)



Protokoly za IPsec

o |[ETF (ipsec, ipseckey, ipsp WGs)
e AH (Authenitication Header)
e ESP (Encap. Security Payload)

e |SAKMP (IPsec key management
protocol)

e |KE (Internet Key Exchange)



Security architecture for |P

e RFC 2401 (dnes bis-00)
e zavedeni pojmu, jejich zpracovani
e SA, SPD, SAD
e |P traffic processing

e PMTU a IPsec




Security Association

e SA = (SPI, DstAddr, Sec. proto)
® -> jednoznacna identifikace
® pouze pro jeden smer

e pbud pro AH nebo ESP (oba => 2xSA)



AH (Auth. header)

e RFC 2402
e ochrana
e jdentity
® integrity
e proti replay utokum

e |P| AH = { NextHdr,paylen,SPIl,seq#,ICV }

e AH samotna, s ESP nebo tunnel mode



AH header location

* IPv4

e za IP hl., pred hl. vyssiho proto (TCP),
pred prip. IPsec hlavicky

e |IP| AH | TCP | Data
o |Pv6

e za hop-by-hop, frag, routing hl.

® |IP | h-b-h,fr,rout,dest* ext.| AH | dest*
ext. | TCP | Data



Semantika AH

o |Pv4 & IPv6

® transport mod - autentizovano vse az
na mutable pole v IP hdr

e tunel mod - autent. vSe az na mutable

N o/ /

pole ve vnejsi IP hdr



AH a crypto algoritmy

e |[CV computation
e zavisi na SA (alg.)

e unicast: MACs (DES) nebo 1way hash fce
(MD5, SHA1)

e multicast: 1way h.fce + assym sig. alg.



ESP (Encr. sec. payload)

e RFC 2406
e to sameé co AH + konfidentalita (ale!)

e 7z pohledu utocnika:

e |P| ESP = { SPI, seq #, data }

e on the wire format:

e |P| ESP | TCP | ESP trailer | ESP auth.

e ESP = { SPIl,seg#,payload,padding,auth. }



ESP header location

® {ransport

e |[Pv4 {IP| ESP | TCP | payload | ESP
trailer | ESP auth. }

e IPv6 {IP | h-b-h,fr,rout,dest* ext.| ESP |
dest* ext. | TCP | Data | ESP trailer | ESP
auth. }

e tunnel mode - analogicky



Semantika ESP

e tunnel mode

® autentizovano

e { ESP hdr | (orig IPhdr*) | TCP | Data |
ESP trailer }

e Sifrovano

e { (orig IP hdr*) | TCP | Data | ESP trailer
}



Kombinace AH + ESP

® pouze jeden alg. pro SA
e SA bundle = sekvence SA

e mnoho ruznych kombinaci

¢ bundles
1. transport adjacency
2. iterated tunneling

3. kombinace (1) a (2)



SPD, SAD (1)

e in kernel struktury
e SAD
e typ (AH, ESP)
e algoritmus (napr. hmac-shal)

® src/dst addr

® zivotnost klicu
® zivotnost samotneho SA

e sekvencni cislo, anti replay win, ...
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SPD, SAD (2)

e SPD

® urcuje jake IPsec sluzby pro jaké
datagramy

e outbound, inbound

e SPD entry je tzv. selektor (src/dst IP
addr/port range, protocol, IPv6
mobility header type range, ICMP msg
type range, sensitivity level (IPSO/CIPSO
labels))

e SPD entry obsahuje ukazatele do SAD
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ISAKMP/IKE

e RFC 2408

e manualni vyména klicu SA nestaci (anti-
replay, konfigurovatelnost)

e |SAKMP pouziva protokoly pro vymenu
klicu, preferovany je IKE

e vyjednat |ze parametry SA, pouziti
certifikatu, ...

o P

e P

nase 1 (bezpecny kanal)

nase 2 (vyjednani a ustaveni SA)



ISAKMP (2)

e [SAKMP has SAs too !

® pro ochranu trafficu mezi ISAKMP
servery (phase 1)

e payloads (SA, transform, key exchange,
identification, hash, delete)

e exchanges (base, identification, aggresive,
auth., informational)



Obecnée schema

1. bootstrap ISAKMP SA (main-aggresive
mode)

2. use Quick mode v ramci ISAKMP SA pro
vyjednani (AH nebo ESP) SA

3. pouzivej SA pro komunikaci nez vyprsi,
rekeying



Praxe

® ruzné implementace
® |[Psec
o KAME, Keromytis
o |[KE/ISAKMP
® isakmpd, raccon, FreeS/WAN
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Net/FreeBSD

e SPD v kernelu (setkey(3))

e kernel se vyzaduje od userlandu ustaveni
SA

e racoon: hierarchicky config file
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setkey (3)

e SPD, SAD management

® setkey -c << EOF
flush;
spdflush;

spdadd $my addr 0.0.0.0/0 any -P out ipsec
esp/tunnel/$my addr-$gateway/use;
spdadd 0.0.0.0/0 $my addr any -P in ipsec
esp/tunnel/$gateway-Smy addr/use;
EOF
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Session | (static keys)

e |Psec v IPv6 povinng, ale...
e AH example

® fecO::1 <-> fec0::2
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Session Il (dynamic keying)

® racoon type config

® 192.168.0.1 <-> 192.168.0.2

® remote anonymous # IKE phase 1

{
proposal {
# parametry pro navrh SA

}
}

sainfo anonymous # IKE phase 2

{
# SA

}
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Novinky

o NAT/firewall traversal
e |KE support for SCTP
e nové Sifry (AES, SHA-2)
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Konec
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